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Unit Objectives

• Describe appropriate methods to ensure the authenticity of health data 
entries in electronic information systems, as applicable to your role 

• Explain data security and how control structures are used to maintain this 
security

• Explain the principles of firewalls and virtual private networks (VPNs) and 
why an institution chooses to use them

• Describe the importance and relationship of role-specific security 
requirements to information technology and 
systems/engineering; identify the parameters of your security level, plus 
one step above and below

• Describe privacy and security practices when using, assisting others with, 
maintaining and troubleshooting information systems in healthcare
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Data Protection in eHealth

• Data protection in eHealth is controlling how personal information 
is used by the healthcare organizations, companies and the 
government. All these stakeholders are responsible of following the 
common rules and ethical principles to ensure that healthcare data 
is protected.

• For example, data protection includes using the data fairly and 
lawfully, only for specific purposes and in a accurate way. The data 
should not be stored for longer than necessary, and while doing so 
handle the data according to people’s data protection rights and 
keeping all data safe and secure

• Data protection directive is officially known as Directive 95/46/EC 
on the protection of individuals with regard to the processing of 
personal data and on the free movement of such data that 
regulates the processing of personal data within the European 
Union, adopted in 1995.
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Data Authenticity

• Data authenticity is the preservation of the integrity of the 
data and the possibility to verify the origin of the data. This 
means that the data is not modified during storage or 
transmission and the creator or owner of the data can be 
securely identified.

• Data authenticity in health care system is very important to 
achieve the trustworthiness of the data system, especially 
if data is transmitted via insecure channels and the 
stakeholders have not physically met.

• The following slide introduces the risks that may endanger 
healthcare authenticity
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Risks Endangering Health Care 
Authenticity

Risks that may endanger the preservation of healthcare data authenticity: 

• Central archiving attacks: EHR are stored in central repositories at institutional 
level, and can be accessed over open networks by remote healthcare 
professionals. Such a centralized multi-user inter-networked environment is 
subject to remote exploits and attacks putting in danger the confidentiality and 
integrity of medical information. 

• Ownership of medical records dilemma: The question is whether the EHR belong 
to the hosting healthcare unit, to the related patients, or to the healthcare 
professional who created them. 

• Communication channels tampering: The information transmitted over a 
communication channel can be deliberately or accidentally modified, thus 
sacrificing data integrity. 

• Data repudiation: In cases where liability for the information provided is a legal 
requirement, repudiation of data origin must be avoided. 

(Lekkas & Gritzalis, 2007) 
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Ensuring the authenticity of health data 
entries

• Digital signing is an unforgeable code computed over a document or 
other information that uniquely identifies the signer who computed it. 
When applied properly, a digital signature serves as a means of confirming 
the authenticity of an object, its origin, and its integrity.

• Proof of record origin contributes to the protection of the intellectual 
property of healthcare professionals, who then feel more comfortable to 
share their data for the commonwealth.

• Any modification on signed content is immediately detectable. 

• Digital signatures assure the non-repudiation of having created (or at least 
published) a healthcare record.
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Data security

Data security refers to protecting digital data, such as databases, computers 
or websites, from unauthorized access. Data security technologies include for 
example:
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Disk encryption means encrypting the data on a hard disk drive so that it 
is unreadable for an unauthorized person

Backups means saving some important information to an other source as 
well

Data masking means masking the data so that everyone is not able to read it, 
e.g. banking customer representatives cannot see anything else than the last 
4 digits of a customers national identity number

Data erasure means destroying the data so that it cannot be accessed by 
an unauthorized person 



Security controls

• Security controls aim to protect physical 
property, information, computer systems 
or other assets by minimizing security 
risks. Security controls can be classified for
example by the time they act as:
– Preventive controls (e.g. lock in the door), detective controls (e.g. 

safety alarm) and corrective controls (e.g. debriefing after an attack)

or by their nature:
– Physical controls (e.g. fences), Procedural controls (e.g. security

training), technical controls (e.g. firewalls) and legal and regulatory or
compliance controls (e.g. privacy laws)
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Firewalls and VPNs 

• A firewall is a security system that protects users in a network from 
users from other networks. Firewalls can be set rules and based on 
those they monitor and control incoming and outcoming traffic. 
Some advantages for the institution are:

– Monitoring the incoming and outgoing traffic of the organization network will 
keep the administrators updated about the network usage of all the 
employees.

– Blocks the view of any unnecessary websites

– Restricts access according to the needs of the organization
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Firewalls and VPNs (cont’d) 

• VPN (Virtual Private Network) is a technology that enables remote 
users to access a private network. For example, VPN may enable a 
person to safely access a institution intranet from his/her home 
computer and therefore.
Some benefits for the institution are:

– Cost effectiveness: costs are greatly lower when compared to other 
configuration types.

– Scalability: Thousands of users can connect to a VPN at the same time.

– Easy sharing: Users can connect and share faster, getting responses sooner 
which is critical in a healthcare environment 

– Remote access: Users traveling or accessing data outside the office have 
uninterrupted, secure connections
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Role-specific security requirements

Role based access control allows access privileges to certain files and sets of 
data on the basis of an employee’s role rather than assigning access privileges 
to individual users. Examples of common groups include administrators, 
managers, super-users, users, etc.

• Security level parameters:  e.g. secret and private 
cryptographic keys, and authentication data such as 
passwords and PINs

• Allows removal of members that should no longer be 
part of the group

• Role-based access control is extremely important in large organizations to 
make sure that the access can be controlled and patient security and 
safety maintained
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Practices for privacy and security of 
Information Systems

Human error represents one of the largest factor behind lost or stolen personal health 
data. This can include employees accidently mishandling data at rest and in motion, 
employees losing their devices, and malicious employees who intentionally steal or 
damage sensitive data. To avoid the risks, all employees need to have some basic 
knowledge of data protection practices:

• Always using personal user name to log onto your terminal

• Prevent unauthorized access to the information systems by locking your 
workstation. Each employee is responsible for all transactions made under their 
password.

• Update passwords regularly and 
do not share them with others. 

• Backup PC data regularly

• Identify problems before they affect 
all providers and patients at once
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Unit Review Checklist

Describe appropriate methods to ensure the 
authenticity of health data entries in 
electronic information systems, as applicable 
to your role - RB07

Explain data security and how control 
structures are used to maintain this security -
RB05

Explain the principles of firewalls and virtual 
private networks (VPNs) and why an 
institution chooses to use them - RB06
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Unit Review Checklist

Describe the importance and relationship of 
role-specific security requirements to 
information technology and 
systems/engineering; identify the 
parameters of your security level, plus one 
step above and below - RB04

Describe privacy and security practices when 
using, assisting others with, maintaining and 
troubleshooting information systems in 
healthcare - RB08
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Unit Review Exercise/Activity

1. When was the last time you backed up your 
data? What method did you use?

2. Explain the difference between a firewall and 
VPN.

3. Familiarize yourself with the Contingency 
Plan of your organization. What to do if 
access to electronic health information is not 
available for an extended period of time?
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Unit Exam

1. Disk encryption means destroying the data in disk 
so that it cannot be accessed by anyone.

a) True

b) False

2. Data can be protected by 

a) Security training

b) Firewalls

c) Locks

d) All of the above
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Unit Exam (cont’d)

3. By adding a user to a role group, the user has access 
to all the information in that group.

a) True

b) False

4. Before leaving your workstation you should 

a) Close your web browser

b) Ask co-worker to finish off the task

c) Log off from your account
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