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Unit Objectives
• Describe the health information system implementation life cycle,
including analysis, selection, requirement specification, validation,
design, development, build, testing, training, implementation,
activation, production support and optimization, updating and
upgrading
• Describe health IT/eHealth system implementation
• Relate the importance of participation in implementation of a
health information system
• Identify and describe the software updating, upgrading, and
patching process and understand its importance in the information
system development cycle
• Recognize commonly used formats, structures and methods for
recording and communicating clinical data and information, and
state the importance of incorporating these approaches into system
and application designs
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Health Information System Life Cycle
• The Health Information System Life Cycle is the clearly
defined and distinct phases which are used by healthcare
organizations to plan for, design, build and deliver
information systems. The steps in this cycle are as follows:
Planning

Initiation
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Development

Design

Activation

Testing &
Training
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Optimization

Support
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Health Information System Life Cycle
(cont’d)
Planning
•
•
•
•
•

conduct feasibility studies
perform needs assessments
determine strategic scope
produce initial proposal
gain leadership and
executive approval
• recruit project champions

Initiation
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• perform functional analysis: system
and workflow
• create user matrix; check available
and required resources
• select vendor
• perform requirement specifications
• validate requirements
• create project plan
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Health Information System Life Cycle
(cont’d)
• determine timeline, milestones and
goals
• plan go/no-go dates
• design blueprints/prototypes of the
integrated system, interfaces, devices
& technology
• design screens, create tables and rules
• create migration pathways

Design
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Development
• re-engineer, revise work flows
• make process improvements
• build dictionaries, tables, screens
and rules engines
• develop reports
• build interfaces
• schedule system downtimes
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Health Information System Life Cycle
(cont’d)
• write test scripts
• perform functional, workflow, parallel,
regression and other testing
• recruit superusers
• document changes and issues
• create courses and training materials
• train the trainers
• schedule training; train end-users

Activation
• prepare for go-live date
• prepare command center
• perform dry run/dress rehearsal of
system
• turn-on/activate system
• sunset/deactivate old systems

Testing & Training
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Health Information System Life Cycle
(cont’d)
Optimization
•
•
•
•
•

run command center
keep issues logs; document changes
perform system maintenance
run active help desk
make necessary system modifications
required for patient care
• implement long-term production
support strategy

Support
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• perform regular system updates
and upgrades
• make system modifications based
on user feedback, prioritization
and need
• make system, workflow, device
and technology improvements
• perform benefits realization and
return on investment evaluations
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Common Milestones of the Health
Information System Life Cycle
Phase 2: Planning -- Milestones
• Requirements specifications: all the requirements are
collected together and the system design and development is
based on the requirements
• all specifications related to both workflows and
technology, as well as standards, security and privacy
legislation, need to be detailed in a document called a
requirements traceability matrix
• Validation: When developing new systems, all needs,
processes and workflows must be validated
• this ensures that the system “does what is promised”
• previously validated methods can also be used
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Common Milestones of the Health
Information System Life Cycle (cont’d)
•
•

•

Phase 5: Testing and Training -- Milestones
Testing: Testing is conducted on workflow, individual parts, units and components, as
well as the complete, integrated system to evaluate compliance with the specified
requirements.
• Integrated testing takes all of the system, components and modules, the
software system itself, and any applicable hardware and technology and tests it
• The purpose of this testing is to detect any inconsistencies between the system,
technology, workflows or components that have been integrated together
• Device, stress and peak flow testing are also helpful to determine limits of the
system
Training: When implementing a new system to a healthcare facility, a sufficient
amount of training for all the users must occur
• This includes online training, classroom training, and blended learning (a
mixture of classroom and online training)
• materials and manuals, including system instructions, must be provided either in
paper or electronic form
• courses must be designed to accommodate different users and different roles
within the system
• adaptation to new systems may be slow due to different levels of knowledge
and confidence in IT systems; thus more support in the beginning provides a
good foundation for using new systems
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Common Milestones of the Health
Information System Life Cycle (cont’d)
Phase 6: Activation -- Milestones
• Activation: When a new HIT system is developed, tested and
ready to be implemented, it can be activated for real use
• the use of any old systems ends, and the old systems are
sunsetted
• many issues may be found on first activation, and some
modifications may need to be made during the first weeks of
use
Phase 8: Optimization -- Milestones
• Evaluation: After activation and support, and analysis of lessons
learned, the system can be evaluated
• end user feedback is very important to make changes and
modifications, and optimize the usability of the system
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Phase 6: Activation -- Sunsetting of Systems
• System sunsetting, also called system retirement or system
decommissioning, is the practice of shutting down redundant or obsolete
systems or applications while retaining access to the historical data
• A legacy system (an old method, technology, computer system, or
application program) or application is often maintained solely to provide
infrequent or sporadic access to data within the database for regulatory or
business purposes
– With some healthcare organizations spending upwards of 75% of their
application software budgets on ongoing maintenance, sunsetting older systems
or applications can deliver significant cost savings

• Sunsetting a system usually involves migrating data from the legacy system
database to another data repository or archive store that can be accessed
independently using industry standard reporting or business intelligence
tools
• Sunsetting allows IT departments within healthcare organizations to reduce
the software, hardware and resources required to manage legacy data.
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Phase 8: Optimization – Updates and Upgrades
Updates and Upgrades
• A software update, sometimes called a software patch, is a
vendor-supplied download for an application, operating
system, or software suite that adds minor enhancements
and compatibility, or that provides fixes for features that are
not working as intended
• Software updates are issued to address security issues when
they occur, address minor bugs discovered in the software,
improve the operation of hardware or peripherals, and add
support for new devices or equipment models. Small,
incremental updates improve the operation of the software,
such as an EHR
– While medical devices are not so commonly upgraded
by changing individual parts but replacing the whole
device with a new one, software, computer parts and
HIT systems can be updated and upgraded
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Phase 8: Optimization – Updates and
Upgrades (Cont’d)
• Software updates are important, since they extend the life
cycle of the system/device
–
–
–
–

Updates protect against new-found security risks
They introduce new features in your software
They can improve battery depletion rate or performance speed
They can extend your equipment's useable life by allowing its
maximum productivity
– They can fix bugs in the software and improve functionality
– They can improve the cybersecurity of the system/device

• The update is usually received from the vendor, or
downloaded from the internet and then installed to the
organization’s computers through servers
– Visual interface is not necessarily changed, so you might not see
any differences but the changes are happening under the hood

• The updates are typically installed by the IT professionals of
the organization
FC-C5M8U3
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Phase 8: Optimization – Updates and
Upgrades (Cont’d)

Software upgrades:
• A software upgrade is a new version of the software
that offers a significant change or major improvement
over the current version
• In many cases, a software upgrade requires the
purchase of the new version of the software with
replacement of the older version
• System-wide upgrades are large and have significant
effects on the software. These upgrades can make
significant changes to the system in functionality, user
interface, and general appearance over the previous
version
• During its supported lifetime, software is sometimes
subjected to service releases, patches or service packs,
sometimes also called "interim releases“. These may
be updates or upgrades
FC-C5M8U3
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Health Information System Service
Provision
• Advanced organizations apply known and
documented best practices in providing IT
services to a health care organization
• These best practices can be found from
standards like the ISO/IEC 20000 series or
the Information Technology Infrastructure
Library (ITIL)
• There are also best practices of
implementing a change in the IT system,
e.g., the PRINCE2 methodology
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HIT System Implementation
• The implementation of new HIT
systems require complex
strategic planning to make sure
that the system requirements are
fulfilled and the implementation
process itself does not cause any
adverse effects for the patients
• Kathrin Cresswell et al. (2013)
have collected 10 key
considerations for the
implementation of HIT systems
or technology
FC-C5M8U3
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10 Key Considerations in HIT
Implementations
1.
2.

Clarify problem(s) you are trying to solve with the technology
Build a consensus around the strategic vision of the solution, e.g., how radical the
change will be
3. Consider your options when designing a new technology, and spend time and effort
in comparing different options
4. Choose a system that is affordable and meets the clinical needs
5. Plan the implementation appropriately
6. Consider the infrastructure, and plan updates when necessary
7. Train the staff to use new systems
8. Evaluate the progress of the process, improve methods that have not been
successful
9. Maintain the system after implementation; support, upgrade and optimize
10. Stay the course: manage the expectations of the project and keep the stakeholders
involved and engaged
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The Importance of Participation in
HIT Implementation
As an end-user of the system, it is
important to:
• Participate in the testing & training,
give accurate feedback and ask if
there are any questions
• If some parts of the system are not
adjusting to the routines, give
feedback about it
• Review the instructions and follow
the steps of the workflow within
the system
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In the development process, endusers:
• Try to envision the workflow in
your healthcare professional role
• Recognize the needs of the
system in terms of usability and
ease of use
• Aim to recognize the
requirements set by the
developer or the system
• Try to give reasonable feedback
considering the requirements
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Data Organization and Usability in
EHRs
• Health Information Management
Systems Society (HIMSS) has
defined ten aspects of usability,
illustrated in the adjacent figure
• The 10 aspects are:
Effective
–
–
–
–
–
–
–
–
–
–

information
simplicity
presentation
naturalness
consistency
minimizing cognitive load
Effective
use of
language
efficient interactions
forgiveness
feedback
effective use of language
effective information presentation
preservation of context
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Simplicity
Preservation
of context

Naturalness

Consistency

10
Aspects
of EHR
Usability

Minimizing
cognitive
load

Efficient
interactions

Feedback
Forgiveness
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Data Organization and Usability in
EHRs (cont’d)
•

•

Simplicity: In reference to healthcare applications, simplicity is ideal
even if the application is complex. Include only the functions that are
essential to accomplish the task. As much as possible, remove
complexity
Naturalness: If an application looks and feels familiar and is relatively
simple and easy to use, then the application will rate high in
naturalness and will lessen the user’s cognitive load even if the user
has never used it before. Naturalness can also enhance efficiency and
contribute to patient safety. An application with high ratings in
naturalness:
–
–
–
–

•

Feels familiar
Works like the real world
Looks and feels like the Internet
Is easy to learn

Consistency: With external consistency, the icons, terms, functions,
and interactivity should match the user’s previous involvement and
experience. The user can relate his or her experience with previous
applications to the new application. This familiarity makes the
application easier to learn and adds benefits of improved efficiency
and effectiveness. Internal consistency describes an application and
interface that is uniform and consistent across all areas
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Data Organization and Usability in
EHRs (cont’d)
• Minimizing cognitive load: If a clinician is documenting a
detailed and difficult clinical process within an equally detailed
and difficult software interface, then cognitive overload is likely
to occur

Minimizing
cognitive
load

– Investing significant mental resources just to navigate the software
will likely diminish the brainpower that a user can bring to bear on
the task at hand
– Ideally, the application design should be sufficiently easy and
seamless to navigate so the user can narrow his or her
concentration to the task without being tripped up by a difficult
software interface

• Efficient interactions: An important factor in making a safe and
efficient health information system is to minimize the number
of steps it takes to complete a process. A common complaint
from clinicians is that the application requires “too many clicks”
– Shortcuts should be provided for frequent/proficient users
– Efficient interactions with a system are important if a system is to
be accepted. Inefficient interactions in a health information system
are frustrating and can lead to criticism or non-acceptance
FC-C5M8U3
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Data Organization and Usability in
EHRs (cont’d)
• Forgiveness: An application with forgiveness allows the
user to gracefully recover from an error without serious
complications. That is, it allows the user to discover the
proper choice while maintaining built-in protections
against choosing a dangerous option

Forgiveness

– This functionality is especially important if users of the
system have limited training.

• Feedback: Feedback works in tandem with forgiveness in
that it informs users about actions they are choosing.
Forgiveness and feedback allow users to gracefully recover
from unintended consequences. They contribute to fewer
errors and should be an integral part of the design of any
system. Users should not have to wonder about the results
of a chosen action

Feedback

– If a delay is anticipated, then the user should be informed.
Changes that are not apparent should be confirmed
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Data Organization and Usability in
EHRs (cont’d)
• Effective use of language: In the EHR, all
language must be succinct and clear.
Only technical terms that are familiar to
the users of the system should be used
in the application interface. Medical
terminology may be used, keeping in
mind that nonclinical users of a system
are not necessarily familiar with
common clinical terms

Effective use
of language

– Acronyms and abbreviations should be
employed only when they are part of the
common language and understood by all
appropriate users
FC-C5M8U3
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Data Organization and Usability in
EHRs (cont’d)
• Effective information presentation: Another factor of usability
that must be considered is the amount of information,
sometimes called information density, displayed on a single
screen
– Because clinical applications often depend on large quantities of
data, the inclination is to fit as much information as possible on
one screen. However, with densely displayed data, users spend
more time searching, and they make more errors
– For text data, using 40 percent of available screen space is
considered the maximum. Graphical data may need to be less
than 40 percent because of how humans perceive graphical
images
– One concept that is useful to consider is the 80/20 rule, which
states that summary data is adequate for making decisions in 80
percent of circumstances. The other 20 percent of the time, it will
be necessary to drill down to the detail level
– Therefore, s u m m a r y i n f o r m a t i o n s h o u l d b e

Effective
information
presentation

displayed prominently using a larger font
size
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Data Organization and Usability in
EHRs (cont’d)
• Preservation of context: If a user’s attention is diverted from
where he or she is viewing graphical data, reading, or otherwise
working, then a visual change in context has occurred. Visual
breaks or interruptions make it difficult for the user to refocus
on the task at hand

Preservation
of context

– Three interface elements that challenge designers in maintaining
context are
• Shifting attention from one area of the screen to another
• Shifting from one screen to a new screen
• Dialog boxes

– Realizing that the three listed elements are absolutely necessary at
certain points in certain applications, workflows should display,
when possible, an obvious and easy-to-follow path on a particular
screen without forcing the user to jump from one widely separated
area to another
– The application should avoid frequent switching between windows,
which requires the user to visually reestablish context. Dialog boxes
should be used only when absolutely necessary, with care being
taken so the dialog box does not hide the control that launched it
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Different Applications for Different
Data
• Health software applications are usually
designed for a particular purpose to be used
in some part of the healthcare organization
• Health informatics helps steer what types of
applications, screen layouts, and data
formats are used for which data
• For example, nursing flowsheets need to
have several options for selections that
mirror the nurse’s workflow, without having
to enter too much text in free text fields;
technicians frequently need templates that
are customizable; radiologists may need to
use macros or shortened word forms
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Different Data Formats for Different Data
• Data format depends on the type of the data:
– Numerical: for example, age 38, weight 96 kg, pulse
65, temperature 36 C, blood pressure 128/80
– Radiologic and other graphical images: formats
depend on the device
– Lab results: alphanumeric digits, positive/negative
indicators, within range/out of range
– Diagnostic codes: IX=diseases of the circulatory
system, V=mental and behavioral disorders,
X=diseases of the respiratory system, etc. (ICD10
coding system)
FC-C5M8U3

This work is produced by the EU*US eHealth Work Project. This project has
received funding from the European Union’s Horizon 2020 research and
innovation programme under Grant Agreement No. 727552
EUUSEHEALTHWORK

27

Screen Elements as Data Formats
• There are different types of screen elements that can
be used as data formats
• These play a large role in the 10 Aspects of EHR
usability we discussed previously
They include:
• Free text fields: These are fields where manually entered data can be keyed
in as free text into an EHR. Notes can be completely customized and original
and do not have to include standardized or structured information from
templates. However, this is also a disadvantage, as free text is not coded or
linked and therefore will not be structured and is not searchable
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Screen Elements as Data Formats
(cont’d)
• Structured templates: Structured templates are
partially filled-in notes created in advance for the most
common situations seen in patients by a hospital
department, clinical, multiple-physician service, or a
doctor or other provider
─ Templates allow clinicians to create a note that not only
serves as the electronic medical record, but that also
stores the data as structured vocabulary, which can drive
clinical decision support functions and computerized
order entry
─ “Charting by exception” is a drawback to structured
templates, where templates contain negative text by
default except when changed to a positive finding. Also,
providers must be careful not to move information that is
no longer relevant forward. Templates are good for
situations where single chronic diseases can be followed
and clinical decision support can be used
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Screen Elements as Data Formats
(cont’d)
• Radio Buttons: With radio buttons, or
buttons that choose one and only one of a
set of options, users enter mutually exclusive
data options such as gender or location of
temperature taken
─ An option is given for abnormal (ABN), within
normal limits (NL), or not examined (N/E) for
each entry, as seen on the diagram on the
right.

• Drop Down Lists: With drop down lists,
suitable alternatives are presented to
clinicians that usually offer menu options
based on data entered in an earlier area or
part of the note
─

In the example on the right, the drop down
boxes appear for choices for General
appearance, Head, Eyes and Ears
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Screen Elements as Data Formats
(cont’d)
• Check Boxes: These elements help in maintaining and tracking the
quality of health care by signaling items that can be selected, exams
performed or questions asked. Each entry selected is encoded and
stored as a discrete data element that can be aggregated or can drive
other clinical protocols and decision support
• In this exam, diagnoses are supplied as choices to be added to a
problem list
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Unit Review Checklist








Described the health information system life cycle, including analysis,
selection, requirement specification, validation, design, development,
build, testing, training, implementation, activation, production support
and optimization, updating and upgrading (EEB10)
Described health IT/eHealth system implementation (EEL01)
Related the importance of participation in implementation of a health
information system (EEB07)
Identified and described the software updating, upgrading, and patching
process and understand its importance in the information system
development cycle (EEB04)
Recognized commonly used formats, structures and methods for
recording and communicating clinical data and information, and stated
the importance of incorporating these approaches into system and
application designs (EEB08)
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Unit Review Exercise/Activity
1. Name the eight steps of the HIT system
lifecycle. What are the common milestones?
2. What do you need to consider when
implementing an HIT system?
3. Name the 10 aspects of usability.
4. Which aspect allows a user to gracefully
recover from an error without serious
complications?
FC-C5M8U3
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Unit Exam
1. During which HIT life cycle phase do you determine
timeline, milestones and goals, plan go/no-go dates, and
create migration pathways?
a)
b)
c)
d)

initiation
planning
design
development

2. During which HIT life cycle phase do you prepare the
command center, perform dry runs and dress rehearsals
of the system, and sunset/deactivate old systems?
a)
b)
c)
d)
FC-C5M8U3

development
activation
support
optimization
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Unit Exam (cont’d)
3. Common Milestones of the Health Information
System Life Cycle include which of the following?
a)
b)
c)
d)

planning and design
design and validation
implementation and activation
validation and evaluation

4. During which HIT life cycle phase do you recruit
project champions?
a)
b)
c)
d)
FC-C5M8U3

development
support
optimization
initiation
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Unit Exam (cont’d)
5.

Which of the following apply most commonly to software
upgrades?
a)
b)
c)
d)

6.

they are provided to address security issues when they occur
planning
they can make significant changes to the system in functionality, user
interface, and general appearance over the previous version
they add minor enhancements and compatibility to the software
they provide fixes for features that are not working as intended

“The practice of shutting down redundant or obsolete systems or
applications while retaining access to the historical data” best
describes this process:
a)
b)
c)
d)

FC-C5M8U3

sunsetting
legacy systems support
upgrading
updating
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Unit Exam (cont’d)
7.

“The user can relate his or her experience with previous
applications to the new application. This familiarity makes the
application easier to learn and adds benefits of improved
efficiency and effectiveness.” These statements describe which of
the 10 aspects of usability?
a)
b)
c)
d)

8.

consistency
simplicity
feedback
effective use of language

The 80/20 rule, which states that summary data is adequate for
making decisions in 80 percent of circumstances, applies to which
of the 10 aspects of usability?
a)
b)
c)
d)

FC-C5M8U3
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preservation of context
effective information presentation
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Unit Exam (cont’d)
9.

Below are ten key considerations of HIT Implementations. Are the following
statements true or false? If false, please explain why.

With implementations, you should:
a. T

F

Set up no more than three problems that you want to solve

b. T

F

Build a consensus around the strategy

c. T

F

Compare different options closely before choosing the implementation

d. T

F

Mirror clinical processes in the system exactly, no matter if the processes are outdated and

inefficient
e. T

F

Plan the implementation appropriately

f. T

F

do updates if necessary, since the infrastructure of the implementation site is important

g. T

F

Simply provide staff with instructions; training is not always necessary before implementations

h. T

F

Follow the progress of the implementation and improve methods if necessary

j. T

F

Consider that you have succeeded and the process is complete when the implementation is done

k. T

F

Stay the course: manage the expectations of the project and keep the stakeholders involved and

engaged
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